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PRIMARY SCHOOL

Accepting
Files

You should cover at least one aspect of E-safety each
half term. This may he a short series of lessons or just
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F @ | 1. selpimage and 1dentity

These lessons are designed to help pupils explore their own digital
gender and stereotypes

o @ : : :
g"‘g 2. Online Relationships

tobwld,and,strmg,thxmpoyﬂwordmconummmtwnm
digital ethics, deﬂwg,reﬂeotmthmronumuwerawnm relationships
and behaviours that may lead to harm and how positive online

* -

— 3. Online reputation

Pupils learn to protect their own privacy and respect others’ privacy. Our
digital world is permanent, and with each post, pupils are building a
digital footprint. By encouraging pupils to self-reflect
before they self-reveal, they will consider how what they share online
can impact themselves and others. Strategies to manage personal digital
content effectively and capitalise on technology s capacity to create
Pocti " il

o *s 4. Online Bullying

Pupu&Leamwhatdemeeg,ammvoiMMQWbuﬂwn@&wm
negatweandpost can impact their friends and brouder
communities. Pupils are encourunged to take the active role of upstander
and, build positive, supportive online communities. Strategies for effective
reporting and intervention and how bullying and other aggressive
behaviour relates to legislation
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—— ¥ | 5. Managing Information Online

wsauyﬁormaﬂon ' eﬂectwelg . From effective seardmstrategw&' bcrevaw,auon'
WW@WMQMWWGM&SWWW
searching, critical evaluation and ethical publishing,

L7\ | 6. Health, Well-heing & Lifestyle

Pupils explore how the Internet affers an amazing wuay to collaborute
such as distinguishing between inappropriate contact and positive
wnnzotwn&Thzsz}owndaﬂonaLskdl&amJustthebegAqug)Theunpaot
understanding negative WWWWWWW

E G 7. Privacy and Security

Pupils learn strutegies for managing their online information and
They learn how to create strong passwords, how to avoid scams and
schemes, and how to analyse privacy policies. Behavioural and, technical
strutegies to limit impact on privacy and protect data and, systems

against compromise.

i ©w | s. ownership and copyright

Living in a “copy/paste’ culture, pupils need to reflect on their
consume, cmate,andshmu@omﬂm Froma,d.dmssing,pwgmﬁsmw




National Cuwrricwlum Ohjectives- Computing.

EYFS - Understanding the World
Also look at the links at the end of this document.

Twinkl has a computing scheme for EYFS.

to go for help and support when they have concerns ahout content or contact on the internet or other online
technologies.

KS2- use technology safely, respectfully and responsibly; recognise acceptable/unacceptable hehaviour; identify
a range of ways to report concerns about content and contact.

At West Kirby Primary School we are using Praject Evolve to address the requirements of the E-safety element of the National
Curriculum for Computing. The objectives for each area of E-Safety are set out on the document Education for a Connected World.
The areas are:

Self image & identity,

Online relationships

Online reputation

Online bullying,

Managing online information

Health, well-being & lifestyle

Privacy & security,

Copyright & ownership

The objectives start from aged 4-7, so cover EYFS and KS1. Then 7-11 for KS2. There are ohjectives in all areas for hoth key stages.
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Cwrriculum -Digital Literacy Strand - Project Evolve (SWGFL)

Cycle A
Cycle B

WEST KIRBY
PRIMARY SCHOOL

EYFS Year One Year Two | Year Thuee |Year Fowr | Yewr Five Year Six
I can recognise I can recognise 11 can explain how | I can explain what | I can explain how | I can demonstrate | I can identify and
when to say No- that there may be | other people may | is meant by the my online identity | how to make critically evaluate
Please STOP or I'll | people online who look and act term ‘identity can be different to | responsible online content
TELL! to somehody | could make me feel | differently online muy, offline identity | choices ahout relating to gender,
embarrassed or context. and why it is
upset, important to
challenge and
reject
representations
online.

Ilcan e
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change their someone else, the help needed.
on what they are | friends, and
doing online (e.g. suggest reasons
gaming; using an | why they might do
avutar; social this.
media) and why.
I can recognise I can give I can give I can describhe I can describe I can give I can explain how
some wuys in examples of when | examples of how | wuys people who | strutegies for safe | examples of sharing
can be used tor permissiontodo | usetechnologyto | and interests can | experiencesina | specificformsof | mayhavean
and explain why
this is important.
ILcan I can use the
examples gf how I | internet with
(might) use adult support to
technology to communicate with
comumunicate with | people I know
people I know. (e.g. video call
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I can explain why | I can explain why | I can explain why I can explain how | I can explain that
things one person |  have arightts | someone may someone canget | taking or sharing
finds funny or sad | say ‘no’ or ‘I will | change their mind help if they are inappropriate
online may not have to ask ahout trusting having prohlems | images of
the same way by | explain who can | something if they to tell a trusted emhwrussing
others. help me if1feel | feel nervous, adult. images), even if
under presswre to | uncomfortahle or they say it is
agree to worried. okay, may have
something I am an impact for the
unswre ahout or sharer and others;
don’'t want to do. and who can
i someone is
worried ahout
this.
I can explain how I can demonstrute
someone's feelings how to support
can he hurt by others (including
what is said or those who awre



about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank
about:blank

images and videos

I can recognise I can e in how | I can explain how | I can describhe I can search for I can explain the
o I i ! ing R i . . T
and could he someone can last | others online

to share ahout

I can describe
how to capture

as evidence (e.g
screen-gruh, URL,

I can describe

appropriate ways

to hehave towwrds
other people online
and why this is
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people
experiencing
bullying, and how
to access them
(e.g. Childline or
The Mix).
I can give simple | I can use I can demonstrute | I can analyse I can explainthe | I can explain how
examples ol how | keywords in how to use key information to benefits and search engines
to find search engines phruses in search | make a judgement | limitations of work and how
information (e.g. engines to gather about prohable using different results awre
— . I can use the accwrute accwracy and 1 types of search selected and
z tivated internet to find, information understand why | technologies e.g. ranked.
make my own search engine. I
regarding content | some technology
and that my can limit the
I can talk ahout decisions are information I am
e, respected by presented with.
internet to find others.
things out.
I know / I can demonstrute | I can explain what | I can descrihe I can explain what | I can explain how
understand that how to navigate a | autocomplete is how to search for | is meant by ‘heing | to use search
we can encounter | simple wehpage and how to choose | information sceptical’; I can technologies
line includi ing ion I S
things we like and, | need (e.g. home,
don't like as well | forward, back
as things which buttons; links,
are real or make tabs and
helieve / a joke. sections).
I cane; I can explain how
what vuice the internet can he
activated used to sell and

used, and know it
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I can explain why | I can explain key
lots of people concepts
evidence.
I can explain that | I can explainthat | I can identify
not all opinions technology can be | ways the internet
accepted as true or | or impersonate information for
fair by others (e.g. | living things (e.q. | different agendas,
monsters under bots) and describe | e.g. wehsite
and the risks ups, targeted ads
might be.
I candescribeand | Icane I can descrihe
demonstrute how | what is meant by | ways of
we can get help fake news e.g. identifying when
from a trusted why some people | online content has
content that or alter sponsored or
makes us feel sad, | photogruphs and | hoosted, (e.g. by
uncomfortahle, put them online to | commercial

11
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ol or ios or ]
when it isn't. creators,

influencers).

I can explain what | I can demonstrute

is meant by the how to analyse

term ‘stereotype’, | and evaluate the

reinforced online, | and I can explain

and why why using these

accepting strategies are

influence how

people think abhout

others.

I can describe how | I can explain how

Jake news may companies and

affect someone’s news providers

emotions and target people with

behaviour, and online news

may be harmful. | more likely to
engage with and
how to recognise
this

Icane in what | I can describe the

is meant hy a difference

explain why misinformation

someone would and dis-

carefully before

they share. Icane i
information that
isona
numher of sites
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inacauate or
untrue. I can
assess how this

(e.g. the sharing
or
lising tion).

I can describe

wmmongym
that regulate age~
related content
(e.q. PEGI, BBFC,
parental
wwnings) and
describe their
purpose.
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and the sites).
strutegies for
dealing with
them. I can recognise
Jeatures of,
persuasive design
and how they awre
used to keep users
w(wrnmb
and future use).
Pri & I can identify I can explain how | I can explain how | I can describe I can descaribe
Secuwrity examples of my | used to protect used to protect for areating and | keeping personal
information (e.g. | accounts and accounts and passwords private,
hirthday, age, context.
) O =
I describe I i I i I in that
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I know that online
services have
terms and
conditions that
govern their use.
I know that work | I can explain why | I can recognise I can assess and I can demonstrute
I areate helongs to | work I create that content on justify when itis | the use of search
belongs to me helong to other the work of others, | access online
people. content which can
he reused by
others.
I can name my I can say why it I can describe I can give
work so that belongs to- me why other examples of
others know it (e.g. ‘I designed, people’'s work content that is
helongs to me it or'I filmed it’). | helongs to them permitted to be
reused and know
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Additional Resowrces

BBC ChatGuide
http://www.bhc.co.uk/chatguide

The BBC ChatGuide wehsite provides o range of resowrces aimed at children, teenagers, parents
and teachers. The Key Stage 2 teaching pack provides resources to assist with providing o lesson
on intermet safety for children. The downloudahble resowrces include a ChatGuide video and notes
Jor teachers, including suggestions for whole-class activities and a template letter telling parents
what they can do to help their children lean the ‘rules of the online roud’. A Key Stage 3 version
of the pack is also avuilable.

[ ——

CHETGEUIDE i) :-D

Bullying Online
http://www.bullying.co.uk
BWOW@MWWMWWWM@MLW@EMM Swtwn&ﬁor
howtcrsm.g/sa}eonth@uwmwb
« dangerous wehsites
- ahusive wehsites.
Bullying Online also provides an email service for pupils in need of further help and advice.

CBBC - Stay Safe
http://www-.bhc.co.uk/chhc/help/safeswfing

CBBC's Stay Safe website invites children to join Dongle the rabhit in learning how to stay safe
on the weh. The site features a cartoon and quiz, along with a screensaver and wallpaper giving
tips on safe swfing. Visitors to the site can also print out Dongle’s factsheet reinforcing the
SMART rules, which have heen adapted to give advice on mohile phone use also.

The site links to the BBC ChatGuide wehsite and, to several of the organisations providing advice
and support to young people, such as Think U Know, Kidsmart and NCH

CyherQuoll
http://www.cyherquoll.com.aw

CyherQuoll helps primary school pupils, aged 8-12, leam about e-safety through a range of fun,
interactive activities. It has heen developed by NetAlert — Austrulioc’s Internet Safety Advisory
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Body - but the general safety messages still hold for a UK audience.
Topics covered include:
- finding stufp
* puttn st up
+ trying it on
» kids in cyherspace.
A range of teachers’ materials are avuilable online to support this resowrce.

Cyhersmart Kids Online

http://www. .COT. QL

This site has been created by ACMA - the Australian Communications and Media Authority -
which is responsible for the regulation of hroudcasting, radic communications,
telecommunications and online content. The general safety messages still hold for a

UK audience.

Cyhersmart Kids Online provides information on ‘smart net swfing for kids and their grownups.
The site gives general tips on staying safe online, along with specific guidance on using chat and
mohile phones, and a quiz.

Content in the main information sections is split into three user types - littlies, kids and young
people - so pupils can be directed to relevant infformation depending on their age and/or level of
educational sites, many of which are UK hased.
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FKBKO - For Kids By Kids Online

http://www.fkbko.co.uk

FKBKO provides a range of e-safety information for children and young people, covering:
- the weh

- email

- chat

* viruses

* peer 2 peer

The ‘HQ' section also provides some useful hackground information on topics such as:

+ How does the internet work?

18
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+ How is my computer identifi ed?
» Am I invisible on the internet?
Who is in charge of IP addresses

Hector's Worldm

http://www.hectorsworld.com

Hector Protector® - a hottlenose dolphin - and his underwuter friends aim to help children aged
3-10 stay safe in cyberspace in Hector's World. This resowrce comes from NetSafe® - the cyher
safety education programme of New Zealand's Internet Safety Group - but the general safety
messages still hold for o UK audience. Animated, episodes help children leam ahout

A key feature of the resource is the Hector safety button. Once downloaded, Hector can swim
alongside children (in a cormer of their computer screen) as they suwrf the internet using Internet
Explorer or communicate with others using Outlook or Outlook Express. A child who is upset or
worried about an image on the screen can click on Hector. An underwuter scene then covers the
screen and a reassuring message is displayed saying that the child has done the right thing and
can now get adult help. The Hector safety button can he downlouded from the Microsoft New
Zealand wehsite [http://www.microsoft.com/nz/athome/security/ children/hector.mspx].

iKeepSafe.orgy

http://www.ikeepsafe.org

Screen shot reprinted with permission from the Internet Keep Safe Coulition

iKeepSafe.org — the online home of the US-hased Internet Keep Safe Coulition - teaches the hasic
rules af e-safety to children and parents. Although the site is US-hased, the general safety,
messages still hold for a UK audience.

The wehsite uses an animated mascot, Faux Paw the Techno Cat, to teach children the

Children can learn how to safely navigate the internet through a virtual playground, Faux Paw’s
adventures in story hooks, an animated video download and educational games. Educational

Intemet Proficiency Scheme for Key Stage 2 pupils
http://www.gridclub.com/teachers/t_internet_safety.html

The Intemet Profi ciency Scheme for Key Stage 2 pupils, developed by Becta, QCA and, the DfES,
mwmamﬁwmmmwwwmmmm
internet and other

Hcst@donﬂwGrldcwbwubsm the scheme consists of an interactive wehbsite, called CyherCafe,

and o teachers’ pack consisting of teaching activities, pupils’ worksheets, advice and, information
Jor teachers on internet safety, and certifi cates to- award on completion of the scheme.
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The teachers’ pack fi les can be downloaded as PDF documents from the website.

Internet Safety Zone

http://www.internetsafetyzone.com/kids
The Intemet Safety Zone provides o range of e-safetyinformation categorised, into two key areas
Jor under 12s and over 13s.

The under-12s area deals with a range of general e-safety topics, such as:

- blogging

 gaming

The,rel&a,gen,eruLseotwnonrepﬂmng,pxUme& which provides links to further sowrces of help
and advice for children and young people. The site also includes a section for parents covering
the hasic safety issues of intemet use, and the key concerns which parents might have. There is
extensive information on how parents can help their children to handle problems and encouwrnge
‘cyherwellness .

.__(

g
- O

2 Infernet sateby zens

Kidsmart

http://www.kidsmart.org.uk/yp/underil

Childnet International’s Kidsmart wehsite has a section for young people under the age of 11,
dealing with mohiles, swifi ng, chat and fi le-sharing. The site also includes games, competitions

and a gallery of young people’s artwork on how to stay safe online. The wehsite reinforces the
SMART rules and has additional sections for teachers, and parents and carers.

NetSmartzKids

http://www.netsmartzkids.org

The NetSmartz workshop is an interactive, educational safety resource from the National Center
Jor Missing & Exploited Children® (NCMEC) for children aged 5-17, parents, guardians, educators
and law enforcement that uses age-appropriate, 3-D activities to teach children and young
people how to stay, safer on the internet.

NetSmartzKids.org, aimed at the lower age groups, teaches internet safety messages in a fun
wuay using a range of characters, songs, videos and quizzes. The site is USA hased, but the
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Netty's World
http://www.nettysworld.com.aw

Netty's World helps young children, aged 2-7, learn ahout internet safety through a range of fun,
interactive activities. It has heen developed by NetAlert — Australic’s Internet Safety Advisory
Body - but the general safety messages still hold for a UK audience.

The main learning tool is Netty's net adventure, in which Netty travels through a number of
WWWWMWWWMWWmWW. Each
pmmptdmxsswrbon,unportantmwnztsqﬁetg,wmm

Topw&oovered,mdm

'gﬂmn@ﬂﬂngwﬂ}thw%

* putting work on the net

+ making friends on the net.

A&ojlﬂwaoﬂvmz&mm}mm Newg,s,}weﬁorgat/—nwrwts,

Get help pore

+ Get

* Be nice

* Think again

» Stay safe and secure

» Protect what's private

PHONEbruin
http://www.phonebruin.org.uk

PHONEbruin is a website from ICSTIS (the premiwm rate services regulator), aimed at children
and young people aged 10-13.

Covering four key areas - mohile, landline, TV and PC - the site aims to show young people how
used to apply charges to phone hills.

The site uses o number of real-life case studies to reinforce the key messages. Other resowrces
include a jargon buster, technology overview covering 3G services, Wireless Application Protocol
(WAP), Bluetooth, and Voice over Internet Protocol (VoIP), and a FAQ section.

Teaching resowrces include a lesson plan, PowerPoint slides and worksheets, along with ‘top tips’
sheets which can he downlouded as PDF documents.
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Sufficient credits allow users to customise their virtual phones.

QUICK: The Quality Information ChecKlist
http://www.quick.org.uk

The QUICK wehsite is a teaching aid for Key Stages 2 and 3, and, in particular years 5, 6 and 7. It aims to
help children evaluate the information they find on the internet, by using fictional examples, quizzes and
puzzles to encouruge children to explore the concepts around information quality. Although many examples
There is a useful, printable summary checklist for evaluating information, and a teachers’ guide.
*Eweﬂorbhu&bwvmmwmt}wwpgng}whulduoﬂﬂﬁ&sm, witlwwbsucces&. Weho,ve'mcwdzd,ib
provide useful e-safety resowrces. Should the copyright holder want to contact us, plzawsuld,memmLtU
publications@hecta.org.uk.

Safe Swifi ng with Doug,
http://www.disney.co.uk/DisneyOnline/Safeswrfing

Disney Online’s Safe Swifing with Doug, featuring an animated Disney character, uses a variety
af fun, inteructive tools to help children and young people learn e-safety messages.

Features include safe swifi ng tips, a printable cyher charter, and a cybermetiquette comic. There
is also a parents’ guide to safe swfi ng.

Staying SMART Online

http://www.kidsmart.org.uk/stayingsmart

Staying SMART Online from Childnet International is an online interactive guide for teachers of
primary, age children (aged 7-11). It can be used as a presentation tool for teachers or as a
stand-alone tool for children to help. reinforce the SMART rules.

The ‘how-to’ guide provides information for teachers ahout where Staying SMART fi ts within the
NWCWWW&M@MG&WOJ&@WWW@WM There are

Surf Swell Island: Adventummmtemetsa}etg,
http://disney.go.com/swfswell

Disney Online’s Surf Swell Island site is a quiz-driven adventure game. Internet safety materiols
are presented in a series of three games, each featuring a classic Disney character and, focusing
on an arec gf concem: privacy, viruses or netiquette. Each game is followed by a mini-quiz
reinforcing what wus presented in the game. The Challenge of Doom mega-quiz brings together
the content from the first three games. By answering correctly, children gain access to a
collection af Swrf- Swell-themed activities located in the passwordprotected Treasure Palace.
The site features a printable teachers’ guide, which, although based on the US cwrriculum, gives
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useful ideas ahout how to use this resowrce in the classroom, along with a variety of extension

E-Safety Wehsites

UK Safer Internet Centre

https://www.saferinternet.org.uk/advice- centre/teachers-and-school-staff/teaching-resources

Lesson plans, films, games, quizzes, drama activities and more!

Childnet International

https://www:.childnet.com/resowrces/ online-safety-and-computing

Wealth of resources for EYFS/KS1 and KS2. Download the PDF or browse through it for what yow want to teach. Link to other sites
included.

Teaching Online Safety in Schools
https://www.gov.uk/government/ publications/teaching-online-safety-in-schools
and existing cwrriculum requirements.
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